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Ask management Related modules:

Future of AI applications • What AI applications are being implemented in our industry and its 
business environment today?

• In the next five years, what new AI applications that are not possible 
or practical today could: 
– Benefit our customers? 
– Augment our employees’ capabilities?
– Address customer, employee and supplier needs and pain points? 
– Reduce the time, cost and complexity of doing business?

• Which of these applications could provide us with competitive 
advantage?

• What use cases and value do you foresee for our company from 
these applications?

• What will be the:
– Impact on our industry’s products, services, cost structure and 

talent requirements? 
– Impact on our business model?

• What are the potential business, ethical and legal risks of these new 
applications? 

Audit Competition Customer
ethics Operating model

Future of core AI techniques 
(machine learning, deep 
learning, user experience, etc.) 

• What AI techniques are being implemented in our industry and its 
business environment today?

• Which technological developments in AI hardware and software 
should we follow most closely? Why?

• What are the potential ethical and legal responsibilities raised by 
these new techniques?

• Can these techniques reduce ethical, legal and business risks?

Ethics

Future of AI enablers 
(cybersecurity, data analytics, 
structured and unstructured 
data, development tools)

• In the next five years, what new tools and technologies will be 
available to: 
– Prepare data for AI and analytics systems?
– Develop and grow AI systems?
– Support fair and explainable AI? 
– Responsibly source data?
– Improve or undermine our cybersecurity?

• How do we distinguish high- and low-value data?

Ethics
Governance

Appendix 2: Performance 
Assessment Tool 
This tool can be used by board directors to pose questions to management and to evaluate their answers. 
It follows the same broad topics as the knowledge assessment tool and judges the answers received by 
management by using the SCEPTIC framework. The tool also suggests related modules for additional analysis.

The SCEPTIC framework:

Specificity: Are the answers precise and show depth of knowledge?

Candour: Do the answers cover up issues, exaggerate benefits, or steer toward one course of action?

Evidence: Are there data, KPIs and other support to back the opinion?
Is the evidence unbiased, complete and sound?

Planning: Are answers drawn from an effective internal process?

Thoroughness: Are the answers based on a rigorous search for information from diverse sources?

Involvement: Are the answers based on real-world experience?

Consistency: Are the answers you are receiving logical and free from contradictions and gaps?

The future of AI technology
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Future of AI-supporting 
infrastructure (cloud, 
processors, sensors, mobile 
phones, robotics)

• What use cases, value and industry impact does management foresee 
from emerging technologies that will support or embed AI, such as: 
– 5G and other future high-speed communications platforms?
– Mobile phones and other portable devices?
– Processors designed to run AI applications? 
– Quantum computing?
– Robots, self-driving vehicles and other mobile equipment?
– Sensors, cameras and embedded devices that provide data?

• What are the potential ethical and legal responsibilities raised by these 
new techniques?

• How will state-controlled internets and cloud platforms affect AI use?

Competitive 
Strategy Ethics

Internal activity Ethics
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Ask management Related modules:

• What emerging AI technologies and tools are being piloted or explored?
• Who within the company is involved in piloting and exploring emerging AI 

technologies?
• What is management’s plan for:

– Exploring and adopting these future technologies and tools?
– Identifying and addressing their potential ethical and legal 

responsibilities?
• When is our company best served by being an early adopter, a fast 

follower or a slower adopter of AI technology?
• What ethics oversight, training and guidelines are provided to the people 

developing and exploring new AI technologies? How effective are they?
• Are we supporting research or investing in the development of these 

techniques? If so, how and with whom? If we are not doing so, why not?
• What is management’s acquisition plan for these future technologies? 

Does it include acquiring companies that own AI technologies?

Investments in major new AI 
system and AI-supporting 
infrastructure 

Questions about value and costs:
• What is the upfront and projected cost, projected value, break-even point 

and project timeline for the investment? How was the analysis 
conducted?

• How will this system advance our business mission and strategy?
• Does the system focus on automating existing processes or on 

augmenting people? If automation, has management considered whether 
there would be greater benefit from augmentation?

Questions about the vendor, the system and the procurement process:
• Can the work done by this proposed system be carried out without AI?
• Does the procurement process meet all legal requirements in the 

jurisdiction?
• Is the new system to be built in-house, purchased from outside or 

obtained as a service? Why did you choose this approach rather than the 
others?

• Will the system require additional investments in IT infrastructure, fairness 
and explanatory tools, and talent? If yes, what are they, why are they 
needed and what is the cost?

• Why are you confident the vendor(s) will be able to deliver, maintain 
and/or service this new system on time and budget, and that the new 
system will deliver on its promises?

• Will this purchase lock us into the vendor in the future? 
• What is the future upgrade path for the system?
• If the project is not proposed by the IT function) Is the chief information 

officer aware of this proposal? Do they support it? 

Questions about data and responsibility:
• How will the proposed system provide for fairness and explanation in its 

decisions?
• What data will the AI system require for training and operation? How will 

the data be supplied? 
• Does the data include personally identifiable information? If not, could it 

be combined with other data to identify individuals? If yes, what 
safeguards are being taken to ensure privacy? 

• Has the original source of this data permitted its use for our intended 
purposes? If not, is management confident that the people who 
consented to disclose their data would consider our use to be consistent 
with what they agreed? If not, how will we obtain permission? 

Governance Risk

Major purchases and partnerships
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Partnerships with major 
vendors and consultancies

• Why is this company the right partner for us?
• Do the company’s systems really use AI, or just claim to use AI?
• Why are we confident this company can meet our AI ethical 

responsibilities? How does the company reduce AI risks?
• Could the vendor use our knowledge and data to compete against us in 

the future? If yes, what steps are we taking to protect ourselves? 
• What knowledge will our employees be able to take away from their work 

with our partners? Will this partnership help us develop an internal team 
capable of building and running AI systems? 

• If the partnership is not proposed by the chief information officer) Is the 
CIO aware of this proposed partnership? Do they support it? 

Audit Ethics Risk

Partnerships with start-ups 
and non-profits
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Ask management Related modules:

• What value do we receive from the partnership? 
Why did we choose this organization instead of others? 

• Who owns the data, code and other intellectual property created during 
this partnership? Who owns it if the other organization goes out of 
business or shuts down? 

• Under what conditions would you consider acquiring the start-up? 
• What influence do we have over the non-profit’s choice of projects?

Operations • What are our plans for using AI to improve and lower the costs of our 
technology operations? 

• Are our technology organizations receiving the benefits they anticipated 
from AI? If not, what is being done to obtain them in the future?

• What are the ethical issues, risks and responsibilities involved in using AI 
in our technology operations? How are we addressing them? What is the 
evidence that these efforts are successful?

• What is our policy for responsibly acquiring and managing data? How are 
we enforcing the policy? Is the policy being followed?

Ethics Operating model

Systems development • What are our plans for using AI to speed up, reduce the cost and improve 
the quality of systems development? 

• Are our technology organizations receiving the benefits they anticipated? 
If not, what is being done to obtain them?

• What are the ethical issues, risks and responsibilities involved in using AI 
in systems development? How are we addressing them? Are we 
successful? If yes, how do we know?

• What is our approach for making decisions on buying, building or 
outsourcing when obtaining AI technology?

Governance

Infrastructure • Is our existing infrastructure capable of supporting our plans for AI?
• If not, what is our plan for improving our infrastructure?
• Which AI systems will we deploy while upgrading our IT infrastructure? 

Which ones will be delayed? If necessary, how could we deploy these 
systems sooner?

• Do the shortcomings in our infrastructure expose us to ethical and legal risks?

Operating model

Talent • Which new skills and roles do we need to implement, run and support AI? 
What are our plans for acquiring and establishing them?

• What is our approach to acquiring and managing internal and external IT 
talent? Is it effective? 

• How are we achieving diversity among the people working on AI? 

People and culture

AI use and capabilities by the company’s technology and engineering organizations
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