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Empowering AI Leadership

While the G20/OECD Principles of Corporate 
Governance do not specify technology within 
the listed responsibilities, boards cannot carry 
out their oversight duties without considering 
how their companies use and manage 
technology and what are their management’s 
major technology plans, investments and 
partnerships. 

Many responsibilities that apply to other 
modules are relevant to technology:  

To act in good faith, with due diligence and 
care, boards should be fully informed about 
plans for applying AI in their strategy, AI’s 
alignment with core values and ethical 
standards, the risks associated with their AI 
strategy, and the regulations affecting the use of 
AI. Directors should have access to accurate, 
relevant and timely information. 

To oversee corporate strategy, major plans of 
actions, risk management and budgets and 
business plans, boards should review and 
guide management’s vision, goals, actions and 
expenditures for AI, its support for innovation 
and using new AI resources, its awareness and 
plans for legal compliance and ameliorating AI 
risk, and competitors’ use and plans for AI. 

To oversee corporate performance, 
expenditures and acquisitions, boards should 
review and guide AI’s alignment with strategy, 
shareholder values, ethics, performance and risk 
indicators, implementation of AI plans, the 
effectiveness of AI to accelerate processes and 
improve productivity, major investments in AI 
systems and talent, and acquisitions. 

To carry out these responsibilities, boards – 
in particular, technology committees – should 
also review and guide these technology- 
specific concerns: 

Act in good faith, with
due diligence and care.

• Develop realistic expectations about AI, its 
capabilities and its risks 

• Be prepared to question and, if necessary, 
challenge technology executives and providers 
about the likelihood and technical 
requirements for AI success 

• Understand the causes of AI project failures 
and overruns.

Oversee corporate strategy, 
major plans of actions, risk 
management and budgets 
and business plans

• Identify new benefits as AI technology as its 
capabilities evolve 

• Establish governance guidelines for AI 
technology, and the acquisition, use and 
ownership of data used in AI systems 

• Guard against the wrongful use of AI 
technology by ill-intentioned actors within and 
outside the company 

• Implement appropriate measures to manage 
human safety, data privacy and cybersecurity 
risks at acceptable levels 

• Understand and adequately address 
AI-specific risks, including the risks of 
inaccurate AI predictions, flawed decisions 
made by AI systems and robots, and 
misguided human interactions with AI systems 

• Understand and adequately address the root 
causes of AI-specific risks, including lack of 
transparency and accountability, and biased, 
inaccurate or otherwise flawed data. 

Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
without bribes, kickbacks or other corrupt 
practices and influence?  

• Is AI the right solution/product
for the problem? 

• Do AI investments and activities follow 
priorities set by management?  

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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Introduction 
Whether or not they have a technology 
committee, boards should pay attention to the 
evolution of artificial intelligence (AI), and the 
major investments and uses of the technology by 
their IT and engineering functions. Boards can’t 
oversee strategy today without understanding 
what can be done with AI tomorrow. They can’t 
oversee the execution of that strategy without 
reviewing major investments in AI. And directors 
can’t be confident that AI will provide the 
benefits they expect unless their technology 
organizations are using it well, too.  

3

1
Envisioning 
the future of AI 
AI technologies are improving and 
innovating. New algorithms and 
techniques will require less data and 
computing power; others will combat 
online trolling and improve security, 
create chatbots that converse better 
with people, find more relevant 
documents when it searches for them, 
and create AI systems that make 
decisions that are simultaneously more 
profitable and fairer.1 These powerful AI 
algorithms will be able to run faster, 
without requiring clouds and telecom 
connections, due to new hardware that 
is optimized for AI. AI innovation at 
lower cost opens new opportunities to 
serve customers, improve operations 
and increase profitability. Leaders need 
to stay informed of AI’s new capabilities 
in order to foresee AI’s future impact. 

While the G20/OECD Principles of Corporate 
Governance do not specify technology within 
the listed responsibilities, boards cannot carry 
out their oversight duties without considering 
how their companies use and manage 
technology and what are their management’s 
major technology plans, investments and 
partnerships. 

Many responsibilities that apply to other 
modules are relevant to technology:  

To act in good faith, with due diligence and 
care, boards should be fully informed about 
plans for applying AI in their strategy, AI’s 
alignment with core values and ethical 
standards, the risks associated with their AI 
strategy, and the regulations affecting the use of 
AI. Directors should have access to accurate, 
relevant and timely information. 

To oversee corporate strategy, major plans of 
actions, risk management and budgets and 
business plans, boards should review and 
guide management’s vision, goals, actions and 
expenditures for AI, its support for innovation 
and using new AI resources, its awareness and 
plans for legal compliance and ameliorating AI 
risk, and competitors’ use and plans for AI. 

To oversee corporate performance, 
expenditures and acquisitions, boards should 
review and guide AI’s alignment with strategy, 
shareholder values, ethics, performance and risk 
indicators, implementation of AI plans, the 
effectiveness of AI to accelerate processes and 
improve productivity, major investments in AI 
systems and talent, and acquisitions. 

To carry out these responsibilities, boards – 
in particular, technology committees – should 
also review and guide these technology- 
specific concerns: 

Act in good faith, with
due diligence and care.

• Develop realistic expectations about AI, its 
capabilities and its risks 

• Be prepared to question and, if necessary, 
challenge technology executives and providers 
about the likelihood and technical 
requirements for AI success 

• Understand the causes of AI project failures 
and overruns.

Oversee corporate strategy, 
major plans of actions, risk 
management and budgets 
and business plans

• Identify new benefits as AI technology as its 
capabilities evolve 

• Establish governance guidelines for AI 
technology, and the acquisition, use and 
ownership of data used in AI systems 

• Guard against the wrongful use of AI 
technology by ill-intentioned actors within and 
outside the company 

• Implement appropriate measures to manage 
human safety, data privacy and cybersecurity 
risks at acceptable levels 

• Understand and adequately address 
AI-specific risks, including the risks of 
inaccurate AI predictions, flawed decisions 
made by AI systems and robots, and 
misguided human interactions with AI systems 

• Understand and adequately address the root 
causes of AI-specific risks, including lack of 
transparency and accountability, and biased, 
inaccurate or otherwise flawed data. 

Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
without bribes, kickbacks or other corrupt 
practices and influence?  

• Is AI the right solution/product
for the problem? 

• Do AI investments and activities follow 
priorities set by management?  

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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3
AI use by IT

AI is already helping IT and engineering 
organizations to run better. The most 
frequent use of AI by companies has 
been to improve the performance 
of the IT and engineering functions: 
automating tasks such as cleansing 
data, and for quality control and 
cybersecurity.3 AI can also improve 
systems development and user 
interfaces. Since all organizations 
depend on IT, it’s important for IT 
departments to take advantage of 
AI to improve their productivity and 
the quality of their work, find the talent 
they need to employ AI and fulfil the 
responsibilities that come with using 
and building AI systems.

2
Major purchases 
and partnerships
While some AI software and datasets are 
inexpensive or even free, enterprise-level 
AI requires major investment in software, 
services, infrastructure, tools and talent. 
These AI systems ought to work well 
with a company’s existing systems and 
data. But if its current technology 
constrains a company’s use of AI, 
leadership need a viable plan for 
modernizing the infrastructure. 
Inevitably, companies deploying AI will 
forge partnerships with AI providers and 
consultancies. Leaders should be 
confident that their vendors will deliver 
on time and can keep promises. 
Additionally, they need to consider 
whether sharing data and knowledge 
with an AI provider opens the door to a 
future competitor.2

While the G20/OECD Principles of Corporate 
Governance do not specify technology within 
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how their companies use and manage 
technology and what are their management’s 
major technology plans, investments and 
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Many responsibilities that apply to other 
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standards, the risks associated with their AI 
strategy, and the regulations affecting the use of 
AI. Directors should have access to accurate, 
relevant and timely information. 

To oversee corporate strategy, major plans of 
actions, risk management and budgets and 
business plans, boards should review and 
guide management’s vision, goals, actions and 
expenditures for AI, its support for innovation 
and using new AI resources, its awareness and 
plans for legal compliance and ameliorating AI 
risk, and competitors’ use and plans for AI. 

To oversee corporate performance, 
expenditures and acquisitions, boards should 
review and guide AI’s alignment with strategy, 
shareholder values, ethics, performance and risk 
indicators, implementation of AI plans, the 
effectiveness of AI to accelerate processes and 
improve productivity, major investments in AI 
systems and talent, and acquisitions. 

To carry out these responsibilities, boards – 
in particular, technology committees – should 
also review and guide these technology- 
specific concerns: 

Act in good faith, with
due diligence and care.

• Develop realistic expectations about AI, its 
capabilities and its risks 

• Be prepared to question and, if necessary, 
challenge technology executives and providers 
about the likelihood and technical 
requirements for AI success 

• Understand the causes of AI project failures 
and overruns.

Oversee corporate strategy, 
major plans of actions, risk 
management and budgets 
and business plans

• Identify new benefits as AI technology as its 
capabilities evolve 

• Establish governance guidelines for AI 
technology, and the acquisition, use and 
ownership of data used in AI systems 

• Guard against the wrongful use of AI 
technology by ill-intentioned actors within and 
outside the company 

• Implement appropriate measures to manage 
human safety, data privacy and cybersecurity 
risks at acceptable levels 

• Understand and adequately address 
AI-specific risks, including the risks of 
inaccurate AI predictions, flawed decisions 
made by AI systems and robots, and 
misguided human interactions with AI systems 

• Understand and adequately address the root 
causes of AI-specific risks, including lack of 
transparency and accountability, and biased, 
inaccurate or otherwise flawed data. 

Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
without bribes, kickbacks or other corrupt 
practices and influence?  

• Is AI the right solution/product
for the problem? 

• Do AI investments and activities follow 
priorities set by management?  

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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Samsung
Samsung, the South Korean multinational 
conglomerate, has established seven AI 
research centres, located in five countries. The 
centres are dedicated exclusively to develop 
Artificial Intelligence technologies and have 
partnerships with experts, universities, research 
institutes and other companies (including 
accelerators and incubators). They also 
collaborate with the all the other Samsung R&D 
centres.4 

Major Norwegian 
companies
A consortium of major Norwegian companies 
(including Equinor, the global energy company, 
and Telenor, the communications provider in 
Norway) partnered with the Norwegian 
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To carry out these responsibilities, boards – 
in particular, technology committees – should 
also review and guide these technology- 
specific concerns: 

Act in good faith, with
due diligence and care.

• Develop realistic expectations about AI, its 
capabilities and its risks 

• Be prepared to question and, if necessary, 
challenge technology executives and providers 
about the likelihood and technical 
requirements for AI success 

• Understand the causes of AI project failures 
and overruns.

Oversee corporate strategy, 
major plans of actions, risk 
management and budgets 
and business plans

• Identify new benefits as AI technology as its 
capabilities evolve 

• Establish governance guidelines for AI 
technology, and the acquisition, use and 
ownership of data used in AI systems 

• Guard against the wrongful use of AI 
technology by ill-intentioned actors within and 
outside the company 

• Implement appropriate measures to manage 
human safety, data privacy and cybersecurity 
risks at acceptable levels 

• Understand and adequately address 
AI-specific risks, including the risks of 
inaccurate AI predictions, flawed decisions 
made by AI systems and robots, and 
misguided human interactions with AI systems 

• Understand and adequately address the root 
causes of AI-specific risks, including lack of 
transparency and accountability, and biased, 
inaccurate or otherwise flawed data. 

Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
without bribes, kickbacks or other corrupt 
practices and influence?  

• Is AI the right solution/product
for the problem? 

• Do AI investments and activities follow 
priorities set by management?  

Examples
University of Science & Technology (NTNU) and 
the Foundation for Industrial and Technical 
Research (SINTEF) to create an artificial 
intelligence lab named Norwegian Open AI Lab. 
The lab focuses on solving real-life operational 
challenges through the application of AI/ML and 
on strengthening the AI/ML research area.5

TUI
By embedding AI in its IT operations, TUI, a 
major tourism group, managed to retire five 
management and monitoring tools across its 
technology stack. TUI managed to achieve 50% 
time saving in recovering services or resolving 
problems. Over time, TUI plans to build on this 
to drive autonomous operations and self-healing 
into its environment.6

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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Responsibilities
While the G20/OECD Principles of Corporate 
Governance do not specify technology within 
the listed responsibilities, boards cannot carry 
out their oversight duties without considering 
how their companies use and manage 
technology and what are their management’s 
major technology plans, investments and 
partnerships. 

Many responsibilities that apply to other 
modules are relevant to technology:  

To act in good faith, with due diligence and 
care, boards should be fully informed about 
plans for applying AI in their strategy, AI’s 
alignment with core values and ethical 
standards, the risks associated with their AI 
strategy, and the regulations affecting the use of 
AI. Directors should have access to accurate, 
relevant and timely information. 

To oversee corporate strategy, major plans of 
actions, risk management and budgets and 
business plans, boards should review and 
guide management’s vision, goals, actions and 
expenditures for AI, its support for innovation 
and using new AI resources, its awareness and 
plans for legal compliance and ameliorating AI 
risk, and competitors’ use and plans for AI. 

To oversee corporate performance, 
expenditures and acquisitions, boards should 
review and guide AI’s alignment with strategy, 
shareholder values, ethics, performance and risk 
indicators, implementation of AI plans, the 
effectiveness of AI to accelerate processes and 
improve productivity, major investments in AI 
systems and talent, and acquisitions. 

To carry out these responsibilities, boards – 
in particular, technology committees – should 
also review and guide these technology- 
specific concerns: 

Act in good faith, with
due diligence and care.

• Develop realistic expectations about AI, its 
capabilities and its risks 

• Be prepared to question and, if necessary, 
challenge technology executives and providers 
about the likelihood and technical 
requirements for AI success 

• Understand the causes of AI project failures 
and overruns.

Oversee corporate strategy, 
major plans of actions, risk 
management and budgets 
and business plans

• Identify new benefits as AI technology as its 
capabilities evolve 

• Establish governance guidelines for AI 
technology, and the acquisition, use and 
ownership of data used in AI systems 

• Guard against the wrongful use of AI 
technology by ill-intentioned actors within and 
outside the company 

• Implement appropriate measures to manage 
human safety, data privacy and cybersecurity 
risks at acceptable levels 

• Understand and adequately address 
AI-specific risks, including the risks of 
inaccurate AI predictions, flawed decisions 
made by AI systems and robots, and 
misguided human interactions with AI systems 

• Understand and adequately address the root 
causes of AI-specific risks, including lack of 
transparency and accountability, and biased, 
inaccurate or otherwise flawed data. 

Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
without bribes, kickbacks or other corrupt 
practices and influence?  

• Is AI the right solution/product
for the problem? 

• Do AI investments and activities follow 
priorities set by management?  

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
without bribes, kickbacks or other corrupt 
practices and influence?  

• Is AI the right solution/product
for the problem? 

• Do AI investments and activities follow 
priorities set by management?  

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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in particular, technology committees – should 
also review and guide these technology- 
specific concerns: 
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requirements for AI success 
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inaccurate AI predictions, flawed decisions 
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misguided human interactions with AI systems 
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Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
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practices and influence?  

• Is AI the right solution/product
for the problem? 
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• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?

Oversight
This section includes three tools to help 
directors oversee technology.

The knowledge assessment tool helps board 
members rate whether they possess, or have 
access to, the knowledge required to 
independently judge the executive team’s 
management of technology. 

View the knowledge assessment tool in 
Appendix 1.

The performance review tool consists of 
questions boards can ask management about 
their knowledge of the capabilities of AI 
technology now and in the future, and their 
investments in and management of AI systems.

View the performance review tool in Appendix 2.

The guidance tool offers possible suggestions 
for further action in an “If, then” format. 

View the guidance tool in Appendix 3.
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Governance do not specify technology within 
the listed responsibilities, boards cannot carry 
out their oversight duties without considering 
how their companies use and manage 
technology and what are their management’s 
major technology plans, investments and 
partnerships. 

Many responsibilities that apply to other 
modules are relevant to technology:  

To act in good faith, with due diligence and 
care, boards should be fully informed about 
plans for applying AI in their strategy, AI’s 
alignment with core values and ethical 
standards, the risks associated with their AI 
strategy, and the regulations affecting the use of 
AI. Directors should have access to accurate, 
relevant and timely information. 

To oversee corporate strategy, major plans of 
actions, risk management and budgets and 
business plans, boards should review and 
guide management’s vision, goals, actions and 
expenditures for AI, its support for innovation 
and using new AI resources, its awareness and 
plans for legal compliance and ameliorating AI 
risk, and competitors’ use and plans for AI. 

To oversee corporate performance, 
expenditures and acquisitions, boards should 
review and guide AI’s alignment with strategy, 
shareholder values, ethics, performance and risk 
indicators, implementation of AI plans, the 
effectiveness of AI to accelerate processes and 
improve productivity, major investments in AI 
systems and talent, and acquisitions. 

To carry out these responsibilities, boards – 
in particular, technology committees – should 
also review and guide these technology- 
specific concerns: 

Act in good faith, with
due diligence and care.

• Develop realistic expectations about AI, its 
capabilities and its risks 

• Be prepared to question and, if necessary, 
challenge technology executives and providers 
about the likelihood and technical 
requirements for AI success 

• Understand the causes of AI project failures 
and overruns.

Oversee corporate strategy, 
major plans of actions, risk 
management and budgets 
and business plans

• Identify new benefits as AI technology as its 
capabilities evolve 

• Establish governance guidelines for AI 
technology, and the acquisition, use and 
ownership of data used in AI systems 

• Guard against the wrongful use of AI 
technology by ill-intentioned actors within and 
outside the company 

• Implement appropriate measures to manage 
human safety, data privacy and cybersecurity 
risks at acceptable levels 

• Understand and adequately address 
AI-specific risks, including the risks of 
inaccurate AI predictions, flawed decisions 
made by AI systems and robots, and 
misguided human interactions with AI systems 

• Understand and adequately address the root 
causes of AI-specific risks, including lack of 
transparency and accountability, and biased, 
inaccurate or otherwise flawed data. 

Oversee corporate 
performance, expenditures 
and acquisitions

• Are AI services and systems purchase 
decisions carried out fairly and competitively, 
without bribes, kickbacks or other corrupt 
practices and influence?  

• Is AI the right solution/product
for the problem? 

• Do AI investments and activities follow 
priorities set by management?  

Agenda
The following suggestions can help the 
individual who prepares the board discussion 
and sets the agenda on managing AI 
investments and exploring the future 
potential of this new technology.

Before leading the 
first meeting
• Prepare yourself: Become familiar with AI, 

what it can do today and what it will be able to 
do in the future as the field advances. 
Separate the hype from reality by looking at 
the research and the sources behind the 
claims, and the issues that complicate the 
implementation of the technology. The 
Resources section provides further reading 
about AI technology. Speak to senior IT, 
security and public affairs executives about 
the ethics issues that are on their minds.

• Gauge board-member interest in AI 
technology issues: Speak to other board 
members. Learn what importance they place 
on the future of AI and the concerns they have 
about planned AI investments and 
partnerships. Identify the board members who 
are most interested in moving forward with 
new AI investments, and those who have 
concerns or lack interest. 

• Set goals: Think ahead about the desired 
outcomes of the board discussion.

Set the initial 
agenda items
To learn about the current state and future of AI 
technology, steps include:

• Present: Arrange a briefing on AI. What is it? 
How is it already being used by your company 
or by companies in your business environment 
and industries wrestling with similar business 
issues to yours? What are the new capabilities 
of AI that are expected to emerge in the next 
five years? The briefing should also cover AI 
implementation issues and responsibilities, 
including ethics, and the current AI activity 
inside your own company.

• Discuss: Next steps for the company, whether 
to study the benefits and risks of technology, 
identify initial use cases, launch pilots or 
expand AI’s use inside the company. 

• Delegate: Decide which members of the 
executive team will be responsible for carrying 
out the next steps, what the board expects 
them to achieve and when they will report 
back.

• Engage: Decide how the board will stay 
up-to-date with developments in the field of AI.

Set follow-up 
agenda items
These can include:

• Technological innovation: Discuss how the 
company can encourage AI innovation inside 
the IT organization, and through collaborative 
efforts with employees, customers, technology 
providers, research organizations and other 
outside institutions.

• Build, buy or outsource: Review 
management’s AI procurement strategy and 
whether it delivers the applications, results, 
flexibility and cost structure the company 
requires.

• Vendor partnerships: Review major AI 
providers, and investigate whether they are 
delivering on their promises or posing 
competitive risks.

• Emerging vendors: As part of a conversation 
on acquisition targets, consider which 
technology companies are suitable targets for 
acquisition or investment.

• Technology risks: Discuss major AI technical 
and implementation risks that could lead to 
significant corporate risk vulnerabilities.

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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Resources
(All references as of 10/8/19)

Reports
• Accenture, “AI Explained – A Guide for 

Executives”. 

• Deloitte, “2018 AI Innovation Report”. 

• Deloitte, “State of AI in the Enterprise, 2nd 
edition”. 

• Landing AI, “AI Transformation Playbook”. 

• McKinsey, “An Executives’ Guide to AI”. 

Articles
• Andrew Ng, “How to Choose Your First AI 

Project”, HBR.org, 26 February 2019 (taken 
from the Landing AI report, listed above). 

• Gartner, “Lessons from AI Pioneers”, 9 
February 2018. 

• Gartner, “How to Tell When Vendors Are 
Hyping AI Capabilities”, 13 November 2017. 

• Gartner, “The CIO’s Guide to AI”, 5 February 
2019.

Executive education 
• IESE, "Artificial Intelligence for Executives".
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needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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(All references as of 10/8/19)

1. Mariya Yao, “No Time to Read AI Research? 
We Summarized Top 2018 Papers for You”. 

2. Anastassia Lauterbach and Andrea 
Bonime-Blanc, The Artificial Intelligence 
Imperative: A Practical Roadmap for 
Business, Praeger, 2018. 

3. Deloitte, “State of AI in the Enterprise”, 2nd 
edition, 2018.

4. Samsung Research, Global AI Centers.

5. Norwegian University of Science and 
Technology, Norwegian Open AI Lab. Telenor 
Group, "A strengthened national powerhouse 
for artificial intelligence in Norway", 2018.

6. Dynatrace, TUI soars above cloud complexity 
and gains a comprehensive customer view 
with Dynatrace.
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External environment Area of knowledge
Access to

knowledge by board
(more than sufficient, 
sufficient, insufficient)

Board 
knowledge

(more than sufficient, 
sufficient, insufficient)

Related 
modules

Future of AI applications • Future AI applications most likely to provide 
value to ourcompany and its customers

• Future AI applications most likely to affect 
strategy across our company’s industry and 
business environment

• Potential ethical and legal responsibilities if 
applications are implemented

Future of core AI techniques 
(machine learning, deep learning, 
user experience, etc.) 

• Capabilities, potential uses and value of newly 
developed kinds of AI algorithms and 
techniques

• Potential ethical and legal responsibilities if 
these algorithms and techniques are adopted 

• Algorithms and techniques that could reduce 
AI risks and help mitigate ethical issues (such 
as techniques that require less data or could 
strengthen cybersecurity)

Future of AI enablers 
(cybersecurity, data analytics, 
structured and unstructured data, 
development tools)

• How our company obtains clean, responsibly 
sourced data, and why this is important

• How our company can test and repair AI 
systems, including for fairness and 
transparency 

• New techniques that can improve 
cybersecurity

• Widely accepted guidelines or regulations for 
responsibly gathering and managing data

Future of AI-supporting 
infrastructure (cloud, processors, 
sensors, mobile phones, robotics)

• The applications, capabilities, cost and 
availability timeline potentially made possible 
or improved by advances in AI-supporting 
infrastructure, such as: 
- 5G and other future high-speed 

communicationsplatforms for AI
- Mobile phones and other portable devices 

carried or worn by individuals
- Processors specially designed to run 

AI applications 
- Quantum computing, nationally protected

• Internets and clouds, and other future 
computing platforms for AI: 
- Robots, self-driving vehicles and other 

mobile equipment 
- Sensors, cameras, embedded devices and 

other technologies that sense environments
• Availability of supporting infrastructure in 

geographic regions 

• Audit
Competition 
Customer 
ethics 
Operating 
model

• Does the IT organization have the resources 
needed to manage, maintain and upgrade its 
AI systems and the infrastructure on which it 
rests?

• When is an AI-based product feature safe 
enough to go public?  

• Are users and providers of data used in AI 
systems managing data responsibly?
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The future of AI technology

Appendix 1: Knowledge 
Assessment Tool 
This tool can be used by individual directors or as a board exercise. 
While asking the following questions, consider whether the board:
• Possesses the knowledge needed for independent judgement about AI and AI-related issues
• Has access to this knowledge from within the company, from other sources or through free 

access to experts.
The tool also suggests related modules for additional analysis.
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Internal activity • New AI applications released, piloted or under 
consideration by our company

• New AI technologies being explored by internal IT, 
engineering and manufacturing functions

• Collaboration by different technology-focused 
functions within our company

• Ethics oversight, training and guidelines for 
individuals developing and exploring new AI 
technologies 

• How our company explores AI and other 
emerging technologies 

• Plans for acquiring companies developing new AI 
products, services and technologies

Investments in major new AI 
system and AI-supporting 
infrastructure

• Upfront and projected costs, anticipated value 
received, project timeline 

• Assurance that procurement process meets 
ethical, legal and anti-corruption requirements

• How proposed system will be delivered, provided 
with data, operated and maintained

• Anticipated upgrade and improvements for system

Partnerships with major 
vendors and consultancies

• Partnership risks: vendor lock-in, vendor 
becomes future competitor

• Ownership of data, know-how and intellectual 
property 

• Support for building own in-house AI capabilities

Partnerships with start-ups 
and non-profits

• Ownership of intellectual property 
• Opportunity to invest or own the start-up 
• Participation and value gained from partnering 

with academic AI and emerging technology 
research centres

• Ethics 
Governance 
Operating 
model

• Governance
Risk

Operations • Benefits of using AI in technology operations: 
cleansing, organizing and managing data, 
quality control and cybersecurity, energy usage, 
user interfaces and access to information

• How our company currently applies AI in 
technology operations, and the KPIs used to 
gauge success

• Ethics, risks and responsibilities of using AI in IT 
operations 

• Our company’s strategy for responsibly 
acquiring and accumulating data 

• Ethics
Operating 
model

• Audit Risk

Systems development • Governance

Talent • Skills and roles needed to implement, run and 
support AI 

• Strategies for acquiring and managing AI talent 
(hire or train in-house staff, contractors, 
outsourcing, training) 

• Importance of diversity and inclusion in AI

• Governance

Infrastructure • Why older systems may be unable to support 
and grow AI applications and adoption

• Requirements for an infrastructure that can 
support AI 

• Ethics
Operating 
model

• Benefits of using AI for system development: 
costs, development cycle time, quality

• How our company currently uses AI to develop 
systems, and the KPIs used to gauge success

• Ethics, risks and responsibilities of using AI in 
systems development

Technology | Empowering AI Leadership
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External environment Area of knowledge
Access to

knowledge by board
(more than sufficient, 
sufficient, insufficient)

Board 
knowledge

(more than sufficient, 
sufficient, insufficient)

Related 
modules

AI use and capabilities by company’s technology and engineering organizations

Major purchases and partnerships
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Ask management Related modules:

Future of AI applications • What AI applications are being implemented in our industry and its 
business environment today?

• In the next five years, what new AI applications that are not possible 
or practical today could: 
– Benefit our customers? 
– Augment our employees’ capabilities?
– Address customer, employee and supplier needs and pain points? 
– Reduce the time, cost and complexity of doing business?

• Which of these applications could provide us with competitive 
advantage?

• What use cases and value do you foresee for our company from 
these applications?

• What will be the:
– Impact on our industry’s products, services, cost structure and 

talent requirements? 
– Impact on our business model?

• What are the potential business, ethical and legal risks of these new 
applications? 

Audit Competition Customer
ethics Operating model

Future of core AI techniques 
(machine learning, deep 
learning, user experience, etc.) 

• What AI techniques are being implemented in our industry and its 
business environment today?

• Which technological developments in AI hardware and software 
should we follow most closely? Why?

• What are the potential ethical and legal responsibilities raised by 
these new techniques?

• Can these techniques reduce ethical, legal and business risks?

Ethics

Future of AI enablers 
(cybersecurity, data analytics, 
structured and unstructured 
data, development tools)

• In the next five years, what new tools and technologies will be 
available to: 
– Prepare data for AI and analytics systems?
– Develop and grow AI systems?
– Support fair and explainable AI? 
– Responsibly source data?
– Improve or undermine our cybersecurity?

• How do we distinguish high- and low-value data?

Ethics
Governance

Appendix 2: Performance 
Assessment Tool 
This tool can be used by board directors to pose questions to management and to evaluate their answers. 
It follows the same broad topics as the knowledge assessment tool and judges the answers received by 
management by using the SCEPTIC framework. The tool also suggests related modules for additional analysis.

The SCEPTIC framework:

Specificity: Are the answers precise and show depth of knowledge?

Candour: Do the answers cover up issues, exaggerate benefits, or steer toward one course of action?

Evidence: Are there data, KPIs and other support to back the opinion?
Is the evidence unbiased, complete and sound?

Planning: Are answers drawn from an effective internal process?

Thoroughness: Are the answers based on a rigorous search for information from diverse sources?

Involvement: Are the answers based on real-world experience?

Consistency: Are the answers you are receiving logical and free from contradictions and gaps?

The future of AI technology
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Future of AI-supporting 
infrastructure (cloud, 
processors, sensors, mobile 
phones, robotics)

• What use cases, value and industry impact does management foresee 
from emerging technologies that will support or embed AI, such as: 
– 5G and other future high-speed communications platforms?
– Mobile phones and other portable devices?
– Processors designed to run AI applications? 
– Quantum computing?
– Robots, self-driving vehicles and other mobile equipment?
– Sensors, cameras and embedded devices that provide data?

• What are the potential ethical and legal responsibilities raised by these 
new techniques?

• How will state-controlled internets and cloud platforms affect AI use?

Competitive 
Strategy Ethics

Internal activity Ethics
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Ask management Related modules:

• What emerging AI technologies and tools are being piloted or explored?
• Who within the company is involved in piloting and exploring emerging AI 

technologies?
• What is management’s plan for:

– Exploring and adopting these future technologies and tools?
– Identifying and addressing their potential ethical and legal 

responsibilities?
• When is our company best served by being an early adopter, a fast 

follower or a slower adopter of AI technology?
• What ethics oversight, training and guidelines are provided to the people 

developing and exploring new AI technologies? How effective are they?
• Are we supporting research or investing in the development of these 

techniques? If so, how and with whom? If we are not doing so, why not?
• What is management’s acquisition plan for these future technologies? 

Does it include acquiring companies that own AI technologies?

Investments in major new AI 
system and AI-supporting 
infrastructure 

Questions about value and costs:
• What is the upfront and projected cost, projected value, break-even point 

and project timeline for the investment? How was the analysis 
conducted?

• How will this system advance our business mission and strategy?
• Does the system focus on automating existing processes or on 

augmenting people? If automation, has management considered whether 
there would be greater benefit from augmentation?

Questions about the vendor, the system and the procurement process:
• Can the work done by this proposed system be carried out without AI?
• Does the procurement process meet all legal requirements in the 

jurisdiction?
• Is the new system to be built in-house, purchased from outside or 

obtained as a service? Why did you choose this approach rather than the 
others?

• Will the system require additional investments in IT infrastructure, fairness 
and explanatory tools, and talent? If yes, what are they, why are they 
needed and what is the cost?

• Why are you confident the vendor(s) will be able to deliver, maintain 
and/or service this new system on time and budget, and that the new 
system will deliver on its promises?

• Will this purchase lock us into the vendor in the future? 
• What is the future upgrade path for the system?
• If the project is not proposed by the IT function) Is the chief information 

officer aware of this proposal? Do they support it? 

Questions about data and responsibility:
• How will the proposed system provide for fairness and explanation in its 

decisions?
• What data will the AI system require for training and operation? How will 

the data be supplied? 
• Does the data include personally identifiable information? If not, could it 

be combined with other data to identify individuals? If yes, what 
safeguards are being taken to ensure privacy? 

• Has the original source of this data permitted its use for our intended 
purposes? If not, is management confident that the people who 
consented to disclose their data would consider our use to be consistent 
with what they agreed? If not, how will we obtain permission? 

Governance Risk

Major purchases and partnerships
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Partnerships with major 
vendors and consultancies

• Why is this company the right partner for us?
• Do the company’s systems really use AI, or just claim to use AI?
• Why are we confident this company can meet our AI ethical 

responsibilities? How does the company reduce AI risks?
• Could the vendor use our knowledge and data to compete against us in 

the future? If yes, what steps are we taking to protect ourselves? 
• What knowledge will our employees be able to take away from their work 

with our partners? Will this partnership help us develop an internal team 
capable of building and running AI systems? 

• If the partnership is not proposed by the chief information officer) Is the 
CIO aware of this proposed partnership? Do they support it? 

Audit Ethics Risk

Partnerships with start-ups 
and non-profits
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Ask management Related modules:

• What value do we receive from the partnership? 
Why did we choose this organization instead of others? 

• Who owns the data, code and other intellectual property created during 
this partnership? Who owns it if the other organization goes out of 
business or shuts down? 

• Under what conditions would you consider acquiring the start-up? 
• What influence do we have over the non-profit’s choice of projects?

Operations • What are our plans for using AI to improve and lower the costs of our 
technology operations? 

• Are our technology organizations receiving the benefits they anticipated 
from AI? If not, what is being done to obtain them in the future?

• What are the ethical issues, risks and responsibilities involved in using AI 
in our technology operations? How are we addressing them? What is the 
evidence that these efforts are successful?

• What is our policy for responsibly acquiring and managing data? How are 
we enforcing the policy? Is the policy being followed?

Ethics Operating model

Systems development • What are our plans for using AI to speed up, reduce the cost and improve 
the quality of systems development? 

• Are our technology organizations receiving the benefits they anticipated? 
If not, what is being done to obtain them?

• What are the ethical issues, risks and responsibilities involved in using AI 
in systems development? How are we addressing them? Are we 
successful? If yes, how do we know?

• What is our approach for making decisions on buying, building or 
outsourcing when obtaining AI technology?

Governance

Infrastructure • Is our existing infrastructure capable of supporting our plans for AI?
• If not, what is our plan for improving our infrastructure?
• Which AI systems will we deploy while upgrading our IT infrastructure? 

Which ones will be delayed? If necessary, how could we deploy these 
systems sooner?

• Do the shortcomings in our infrastructure expose us to ethical and legal risks?

Operating model

Talent • Which new skills and roles do we need to implement, run and support AI? 
What are our plans for acquiring and establishing them?

• What is our approach to acquiring and managing internal and external IT 
talent? Is it effective? 

• How are we achieving diversity among the people working on AI? 

People and culture

AI use and capabilities by the company’s technology and engineering organizations
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Appendix 3: Independent 
Guide Performance
Use this tool to consider responses to the knowledge assessment and performance review tools. 
These suggestions are a starting point for brainstorming on responses.

Needs more internal information about 
future AI technologies and their potential 
use at the company, major AI purchases 
and AI use within their technology 
organizations

• Requesting reports and updates from executive teams
• Meeting with the executives – chief information officer, head of manufacturing or 

engineering, and their teams – engaged in investigating and deploying AI and supporting 
technologies

If the board…

Needs more external information about 
the future of AI technology, AI use by 
technology organizations and major AI 
providers and consultancies

• Reading and subscribing to news sources and reports on AI trends and providers
• Attending events on the state of the art and the future of AI
• Meeting with venture capitalists, AI technology experts and AI researchers at major universities
• Meeting with experts on IT and engineering organizations

Wants management to better understand 
the potential ethical and legal risks of 
future AI applications and technologies

Encouraging management to:
• Set up an independent ethics board
• Hire AI ethicists to advise them
• Ask legal counsel to report on AI’s regulatory requirements and legal risks
• Engage with organizations devoted to promoting responsible AI and AI ethics
• Attend or set up a workshop exploring AI ethics issues

Needs management to understand what 
its competitors are doing with new AI 
technologies

• Hiring benchmarking services
• Encouraging management to focus on competitor analysis

Questions the value, terms and risks 
of a major AI contract

Then consider…

• Bringing in third parties, including attorneys and consultants, to review the contract
• Asking the chief finance officer to review and explain questionable parts of the contract
• Seeking opinions from executives who were not consulted on the deal
• Asking the chief information officer to report on the implications of the deal for the company’s IT 

infrastructure and technology organization
• Asking executives who oversee data, legal, ethics and public affairs officers to analyse the 

implications of the deal

Needs management to focus more on 
augmentation rather than automation

Encouraging management to:
• Learn more about the benefits of using AI to augment employees
• Discuss AI with union leadership

Questions the choice of 
vendor or consultant

Encouraging management to:
• Review the past performance of the AI technology or service provider and its executive 

team, such as success at implementation, history of entering the markets of clients and 
legal actions by clients

• Bring in trusted third parties to review the contract and provide information on the vendor

Needs management to better 
understand and follow through on risk, 
compliance and responsibilities of AI

Encouraging management to:
• Work with trusted advisers and legal experts to identify risks, relevant legal issues and 

ethical concerns
• Develop an AI governance framework
• Establish an ethics board
• Request regular reports on risk and responsibility assurance
See also: Ethics, Governance and Risk modules
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Needs management to build a 
more diverse AI workforce

Encouraging management to:
• Review the reasons why diversity of perspectives is essential for developing AI
• Review the make-up of its current AI development teams
• Improve training opportunities for employees to enter AI careers

If the board…

Needs management to speed up 
progress on the use of AI by the 
company’s IT or engineering 
organizations

Encouraging management to:
• Review how competitors’ technology organizations are using AI
• Identify AI use cases for its technology organizations
• Identify and develop plans to address the root causes of slow progress

Needs management to improve 
stewardship of data

Encouraging management to:
• Appoint a chief data officer or other executive to take responsibility for data management

Then consider…
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