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Appendix 2: Performance 
Assessment Tool
This tool can be used by board directors to pose questions to management and evaluate their 
answers. It follows the same broad topics as the knowledge assessment tool.

Judge the answers received by management by using the SCEPTIC framework. 

The tool also suggests related modules for additional analysis.

The SCEPTIC framework: 

• Specificity: Are the answers precise and do they show depth of knowledge? 

• Candour: Do the answers cover up issues, exaggerate benefits or steer towards one course 
of action?

 
• Evidence: Are there KPIs, data and other support to back the opinion? Is the evidence unbiased, 

complete and sound? 

• Planning: Are the answers drawn from an effective internal process? 

• Thoroughness: Are the answers based on a rigorous search for information from diverse sources? 

• Involvement: Are the answers based on real-world experience? 

• Consistency: Are the answers logical and free from contradictions and gaps?
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Risk appetite • How do we consider risk-return trade-offs when 
planning strategy? Are we applying this approach to 
AI risks?

• How do we analyse and establish the organization’s 
risk appetite and risk tolerance? Who is consulted?
Is AI risk included in this analysis? 

• What techniques are used to develop risk appetite 
and risk tolerance? 

• Is AI changing our appetite for risk?
• Is AI causing risk to exceed our tolerance for risk?

2

Other questions • What sources of information do we receive on risk? 
Which ones are, and are not, being shared with the 
board?

Awareness of risks

Legal risks • What are the legal risks we need to manage in order to 
use AI? How do they differ in the jurisdictions in which 
we operate?

• How are we identifying these risks?

Business context for risk • What are our goals, plans and activities involving AI? 
What risks do they entail? 

• How are we applying our company’s ethics code as 
we consider the risk context? How has that affected 
our thinking about AI risk and opportunities?

• How do we evaluate risk when creating strategy and 
set goals? 

• Which AI risks are our highest priorities to address? 
How do we prioritize risks? 

• How are our competitors using AI? How is this giving 
them an advantage over us? How is it affecting our 
industry and ecosystem? 

• How are we using standard risk guidelines, such as the 
ISO and COSO guidelines, to review and analyse risk?

AI risk management

• Competitive strategy
• Ethics

Awareness of risks

Potential AI risks • What do you see as the major risks facing the 
organization? How does AI change those risks? 

• What do you see as the major ethical risks facing the 
organization? How does AI change those risks?

• Have we identified potential new risks that have 
emerged due to the emergence of AI in our business 
environment? From our own actual or potential use 
of AI? 

• How do we scan and analyse our business landscape 
for emerging threats or changes to current threats? 
What techniques do we use?

• How do we identify and prevent possible unethical uses 
of AI before they are implemented?

• How is AI changing our organization’s priorities when it 
comes to risk? 

• How does risk vulnerability in one area affect others? 
Where are we most vulnerable to spillover effects from 
risk exposure?

• What is the likelihood of specific AI risks occurring? Are 
they likely to occur at particular points in time? How 
severe are the consequences of the risks? How 
confident are we that they their occurrence and severity 
can be predicted?

• How do we know whether AI risks are on the increase, 
decreasing or staying at the same level?

Ask management: Related modules:

• Audit
• Brand
• Ethics
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Risk management performance • How does the ERM plan measure risk and risk 
performance? Why were those metrics chosen? 
Which risks may be underreported?

• How do we determine that the risk management 
plan for AI is being fully implemented?

• Have we met our ERM plan’s goals for AI? What 
evidence is there that we have met them? 

• What is our plan for improving our risk management 
performance for AI? Have we improved it from the 
previous year, and are we on track to improve it this 
year?

• Are managers and employees as involved as they 
should be in executing the risk management plan 
for AI?

AI risk management

Enterprise risk management plan • What is our risk oversight governance structure? How 
satisfied are you that the management team is clear on 
its roles and responsibilities for risk management within 
this structure? How does that structure need to 
change?

• What is our organization’s enterprise risk management 
plan? Is it compatible with widely accepted risk 
management frameworks such as ISO or COSO? How 
does our ERM plan incorporate AI risks in identifying, 
monitoring, analysing, evaluating and prioritizing risks? 

• How are privacy-related risks from AI managed through 
our ERM plan? Brand reputation risks? Bias? Walk us 
through them.

• How do we measure our ERM plan’s performance 
against our goals and KPIs? What are our measures for 
AI risk?

• With which AI risks is our plan primarily concerned? 
How frequently are risks monitored? Which 
stakeholders are included?

• How are the best of the options for responding to risk 
selected? Who is involved in selecting them? How is it 
decided whether the risk that may remain is 
acceptable?

• Imagine that our strategies involving AI are a success. 
What went right? How did we manage risks?  

• Imagine scenarios in which our strategies involving AI 
failed. What went wrong? How did we fail to manage 
risks? 

• What do we need to do to increase the chance of 
success using AI and to reduce the odds of failure?

• What is our plan and what are our options for 
responding should these risks go beyond what we can 
tolerate? What are our contingency and crisis 
management plans? How have we responded to the 
risks we’ve identified?

• How are we ensuring we have the best available 
information on risk outside and inside our company?

• How is information about AI risk shared throughout the 
organization?

• What risks do we report today, and how do we report 
them? Have we received any pressure or requests to 
change our reporting? Are there any potential legislation 
or regulatory changes that would require a change?

Ask management: Related modules:
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Board and risk management • Are there clear guidelines on how large a risk or 
opportunity must be for it to be brought to the board 
committee that oversees risk management?

• What more should the board do to help executives 
manage AI risk?

• How can we improve board visibility of management 
risk planning and decision-making on risk?  

• Is management seeking more guidance on AI risk from 
the board?

Risk management culture • How is awareness of AI risk and AI ethics promoted 
across the company and our partners? Who are the 
champions? Are these efforts effective? How is 
effectiveness evaluated?

• How do we know whether managers and other 
employees are aware of their ethical and risk 
management responsibilities under the ERM plan?

• What are we doing to avoid bias due to insufficient 
diversity among the people developing and managing 
our AI systems?

• Does our organization have a common language and 
terminology for discussing business risks and risk 
processes? Does it need to be updated to reflect AI?

• Ask C-suite: Do you have a scheduled time for 
discussing risks with your management team? Do those 
discussions cover AI? Have your managers brought up 
risks at other times? What was your response? Are you 
confident they are or would be comfortable raising AI 
risks with you? If so, why? 

• Ask mid-level management: Do you have a scheduled 
time for discussing risks with higher-level executives? 
Do those discussions cover AI? Have you brought up 
risks at other times? What was their response? Are you 
comfortable raising risks with higher-level executives? 
Is there anything holding you back from reporting AI 
risks?

• When have our managers taken inappropriate risks with 
AI? What motivated them to do so? If their 
compensation structure encouraging them to take 
inappropriate risks?

• What steps is management taking to protect 
whistleblowers?

AI risk management

Funding and resources • What is our budget for AI ethics and risk management 
training?

• If we were to increase funding for risk management for 
AI, what should it be spent on? Why are we not making 
those expenditures now? 

• What investments are we making to develop the skills 
we need to manage AI risks, and to hire people with 
those skills?

• Are there any AI risk management actions that we 
should take, but aren’t taking because funding is not 
available? 

• How has the management team aligned resources to 
identify emerging risks?

• Does our contingency plan to ensure liquidity take AI 
risk into account?

Ask management: Related modules:

• People and culture
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AI as a risk management tool

Potential uses of AI in risk management • How might our organization use AI to identify and 
manage risk?

• What potential uses of AI for risk management are we 
considering? 

• If none, why are we not considering them?
• What would be the most effective way of getting 

managers to consider AI to help them manage risk?

Ask management: Related modules:

• Audit

Current use of AI in risk management • Are we using AI now for risk management? If we are, 
what risks are being managed with the help of AI?

• How is that system being trained? What data is being 
used to train the system? How is that data gathered? 

• How accurate is the system at identifying risks? Is it 
more accurate than people? Is the accuracy rate 
improving?

• Has the system produced biased decisions or 
recommendations?

• Has the system been reviewed by legal and audit staff?
• Which employees or managers are using the system? 

What has been their response to the system?

• Audit


