
Appendix 2: 
Performance Review Tool 
This tool can be used by board directors to pose questions to management and evaluate their answers. It follows 
the same broad topics as the Knowledge assessment tool.

Judge the answers received by management by using the SCEPTIC framework. The tool also suggests related 
modules for additional analysis. 

The SCEPTIC framework:

Specificity: Are the answers precise and do they show depth of knowledge?

Candour: Do the answers cover up issues, exaggerate benefits or steer towards one course of action?

Evidence: Are there data, KPIs and other support to back the opinion? 
Is the evidence unbiased, complete and sound?

Planning: Are answers drawn from an effective internal process?

Thoroughness: Are the answers based on a rigorous search for information from diverse sources?

Involvement: Are the answers based on real-world experience?

Consistency: Are the answers logical and free from contradictions and gaps?

Other questions • What new AI advances will transform brands in our market? 
• Who advises us on AI? Are we satisfied with the advice? 
• How do we evaluate potential partners, such as suppliers, 

on how well they follow of responsible AI practices? 

Emergence of new brand 
measurement, monitoring and 
promotional tools

• What AI brand support tools are we tracking and assessing?
• What metrics are being used? Why are these considered the 

best measures to track? 
• What trends do we see in this space? 
• What partnerships and joint ventures are we exploring? What 

do we have in place? 

Changes in customer 
expectations of company 
data privacy and AI use

• How are customer expectations and preferences in relation 
to data privacy and AI affecting brand trust and value? 

• How are they changing?

External environment Ask management Related modules:

How AI is changing competition in your industry and markets

Enhancing brand value 
and trust with AI

• What opportunities have we identified to use AI for enhancing 
the customer experience including more personalized 
offerings and automated customer service?

• What opportunities have we identified to use AI to enhance 
or introduce new products and services?

• What opportunities have we identified to use AI for social good?
• What opportunities are our competitors pursuing?
• What risks of brand damage have we identified that could be 

caused by poor ethical and irrresponsible AI practices?

• Operating Model

• Customer

• Ethics

• Technology
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Other questions • How are other players – especially our competitors – 
approaching the public debate on AI? Are they involved 
with the regulators? Think tanks?

• Have we struck the right alliances – including with our 
competitors – to bring our point of view to the 
discussion? 

Regulators and political actors • Who are the regulators and other agenda-setters who 
are defining how AI can be used legally, ethically and 
responsibly in the jurisdictions in which we operate?

• Do we understand the top items on their agenda?
• Do we understand what regulators are asking players 

from other sectors (e.g. tech giants) as this might be 
indicative of future regulation within our industry?

• Do we understand the potential regulatory or legislative 
changes that could affect trust and brand equity? What 
is the risk to our brand?

External environment Ask management Related modules:

How the debate on data and AI issues is influencing public perception

Media and public opinion • What is the broad media and public attitude towards 
companies’ use of AI and data privacy management? 
How is this enhancing or diminishing companies’ 
brand reputation?

• What are the types of impact from AI that are seen to 
be negatively impacting company brands?

• What are the trends and dynamics in data privacy and 
AI that could affect corporate brand reputation in the 
future?

• Are there brand reputational risks and opportunities 
lessons to be learned from how AI and data privacy is 
managed in different geographies, sectors and 
technologies?

• Customer

• Ethics
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Investment in AI for good • Are we using AI to support the company's wider 
aspirations for a better world?

• How is our work in AI for social good brought to bear on 
our recruitment and retention efforts? Is it helping us to 
attract and retain talent?

• How well known is our work in AI for social good? 
Should we do more to make it better known? 

• What might put us at risk of being accused of “ethics 
washing”? What are we doing to avoid that risk by 
consistently applying our ethics principles to our AI 
work? 

Internal Response Ask management Related modules:

Using AI to strengthen the brand 

Enhancing brand value and trust with AI • How are we prioritizing the development of a trusted 
brand in an increasingly AI and data privacy-centric 
world?

• How are we using AI to enhance the customer 
experience?

• How are we using AI to enhance or introduce new and 
services?

• How are we using or do we plan to use AI for social 
good?

• What are the opportunities and risks to the company 
brand through poor ethical and irresponsible uses of AI?

• What lessons have we learned from other companies’ 
use of AI to develop or enhance their brand value?

• What ethical and responsible AI principles are we 
following to drive brand value?

• Have we aligned our management practices and 
processes to sustain the ethical base on which trust is 
built?

• Are we aware of any privacy practices and AI uses by 
our company that can run afoul of customer 
expectations and practices?

• Ethics 
• Governance 
• Operating model 
• Risk 
• Technology 

• Governance 
• People and culture 

Brand monitoring with AI • Are we using the latest AI tools and techniques to help 
promote and measure brand development activities?

• Do we have a widely understood way of measuring – 
and therefore managing – this?

• Customer 
• People and Culture 
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Mitigation • Do we have a crisis plan to manage and minimize brand 
reputational risk should AI-driven issues – legal, ethical 
and customer product or experience – arise?

• What has management learned from the crisis 
management planning process of others?

• What lessons did preparation of this crisis plan deliver 
as to the risks, management and monitoring of the use 
of AI?

• What role do you expect the board to take in a crisis and 
how do you plan to keep the board informed?

Internal Response Ask management Related modules:

Implementation of brand risk mitigation

Monitoring • Do we have a brand and customer sentiment monitoring 
strategy? For example, do we use tools to measure 
customer sentiment and other social media trends that 
could affect the company’s reputation?

• How are we monitoring our brand’s trust levels and 
perceptions? Can we correlate that with our use of AI 
and data? With our AI for good work? 

• Do we have clear ownership and distribution of 
information from these monitoring services?

• Brand 
• Ethics 
• People and culture 
• Risk 
• Technology 

• Ethics 
• People and culture 
• Risk 

For companies affecting EU citizens • What are management plans and programmes for 
compliance with GDPR and other relevant regulations? 
In particular, what plans do we have to comply with 
GDPR statutes relating to AI, such as the need for 
explicability of fully AI automated decisions that have 
legal effects on an individual (e.g. employment 
decisions)?

• Risk 

Forecasting • What capabilities do we have to monitor the state of 
public debate on AI ethics and data privacy?

• Which other sectors are we watching closely in case 
activities are a harbinger of regulation and attitudes to 
come?

• How does the company plan to interact with key 
opinion-formers in the AI and data privacy debate?

• Thinking five to 10 years ahead, what AI use cases will 
we be deploying then that should most concern us, and 
what can we do now to prepare datasets, design plans 
and develop ethical training to be ready for this?

• Ethics 
• Risk 
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