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Appendix 1: Knowledge 
Assessment Tool 
This tool can be used by individual directors or as a board exercise. 
While asking the following questions, consider whether the board:
• Possesses the knowledge needed for independent judgement about AI and AI-related issues.
• Has access to this knowledge from inside their company, other sources, or through free 

access to experts.
The tool also suggests related modules for additional analysis.

External environment Area of knowledge
Knowledge/Access 

to knowledge
(more than sufficient, 
sufficient, insufficient)

Related 
modules

Emergence of new business 
models

• Opportunities to use AI to enhance the customer experience, 
including more personalized offerings and customer service 
chatbots

• Opportunities to use AI to enhance or introduce new products 
and services 

• Opportunities to use AI for social good
• Risks of brand damage due to poor ethical and irresponsible AI 

practices by your organization or its partners

Changes in customer 
expectations and behavior

• How changing customer expectations and preferences towards 
data privacy and the use of AI affect brand trust and value

• Customer

Ecosystem partners with 
AI-based capabilities

• Understand different brand and trust measurement and 
monitoring tools and approaches

• Be familiar with emerging best practice and propositions from 
start-ups and agencies for using these tools

• Understand partner and joint venture opportunities 
with tool providers

Other questions • What information is received on these topics from internal and 
external sources?

• Does the board have access to timely, free advice from qualified 
advisers on brand management, AI and data privacy?

Media and public opinion • The broad media and public attitude towards companies’ use of AI. 
How is this enhancing or diminishing companies’ brand reputation?

• Impacts from AI that are seen to be negatively impacting company 
brands 

• Trends and dynamics that could impact on corporate brand 
reputation in the future

• Lessons to be learned from brand reputational risks and 
opportunities from AI and data privacy management in different 
geographies, sectors and technologies

Regulators and political actors • The regulators and other agenda-setters who are defining how AI 
can be used legally, ethically and responsibly: the top items on their 
agenda, and the questions they are asking players from other 
sectors (e.g. tech giants). This is likely to be indicative of what the 
future regulation holds in our sector

• The potential regulatory or legislative change that could affect trust 
and brand equity

• Customer

Other questions • How competitors and leading AI companies are successfully 
promoting the use of AI to enhance their brands 

• How competitors and leading AI companies are managing fairness, 
data guardianship, explicability and other AI responsibilities to 
maximize their brand trust

• Good practice for engaging in the public debate on using AI. For 
example, AI for social good

• Operating
Model
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Forecasting • Management’s capacity to monitor the state of public 
debate on AI and data privacy

• How the company plans to interact with key 
opinion-formers in the AI and data privacy debate

• Ethics
• Risk

Internal response Related 
modules

Enhancing brand value and trust with AI • Management prioritization of the development of a 
trusted brand in a world focused on AI and data privacy 

• Management’s use or planned use of AI to enhance the 
customer experience

• Management’s use or planned use of AI to enhance or 
introduce new products and services powered by AI

• Management’s use or planned use of AI for social good
• Whether management understand the opportunities and 

risks to the company brand through ethical and 
responsible use of AI

• Management’s lessons learned from other companies’ 
use of AI to develop their brands 

• Ethics
• Governance
• Operating

Model
• Risk
• Technology

Investment in AI for social good • How management is targeting AI to support the 
company's wider aspirations for a better world 

• How management is ensuring that AI for social good is 
used to support other ambitions such as recruitment 
and retention of vital talent

• Management’s overall effort to ensure AI is used 
ethically and responsibly 

• Governance
• People and 

Culture

Brand monitoring with AI

Monitoring • Management’s implementation of a brand and customer 
sentiment monitoring strategy. For example, tools to 
measure customer sentiment and also social media 
trends that might affect the company’s reputation

• Clarity on ownership and distribution of reports from 
these monitoring services

• Brand
• Ethics
• People and 

Culture
• Risk
• Technology

Mitigation • State of management’s crisis plans to manage and 
minimize brand reputational risk should legal, ethical 
and customer product or experience issues associated 
with AI arise

• What management has learned from the crisis 
management planning process

• Ethics
• Risk

Area of knowledge

For companies impacting EU citizens • Risk• Management plans for compliance with GDPR and other 
relevant regulations

Knowledge/Access 
to knowledge

(more than sufficient, 
sufficient, insufficient)

• Customer• Management’s use of the latest AI tools and techniques 
to help promote, monitor and measure brand value 

Brand Strategy | Empowering AI Leadership
World Economic Forum

Using AI to strengthen brand

Implemention of brand risk mitigation 


